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ien
e and EngineeringUniversity of Minnesotajosephs�
s.umn.eduPlan B Proje
tAbstra
tThe problem of 
reating a software ar
hite
ture suitable for theMAGNET (Multi AGent NEgotiation Testbed) system is examinedand an Internet standards-based solution is presented.1 Introdu
tion1.1 The Rise of Business-to-Business Ele
troni
 Com-mer
e and Interest in Multi-Agent MarketsWe have witnessed tremendous growth in the use of the Internet for ele
-troni
 
ommer
e. In the past few years alone, there has been well-publi
izedexponential growth in the World Wide Web (WWW) and in business-to-
onsumer (B2C) e-
ommer
e. Mu
h of the re
ent a
tivity is in the rapidlyexpanding business-to-business (B2B) e-
ommer
e market, with the globalmarket expe
ted to ex
eed $7.29 trillion in 2004, a

ording to Gartner Groupresear
h.Without a doubt, businesses are interested in leveraging the Internet andB2B e-
ommer
e relationships in order to redu
e 
osts, gain eÆ
ien
y in 
ore1



business pro
esses, and hold strategi
 advantage over 
ompetitors. A re
entstudy from Boston Consulting Group predi
ts produ
tivity gains from B2Be-
ommer
e will equal 1%� 2% of sales by 2004 and 6% by 2010.The rising interest in B2B e-
ommer
e has profound impli
ations for thesize and 
omplexity of the B2B marketpla
e itself. The size of the B2B e-
ommer
e marketpla
e is rapidly growing, both in terms of the number ofparti
ipants and in terms of transa
tion size and volume. In fa
t, business-to-business hubs, whi
h link buyers within a parti
ular industry or a
ross ashared need, are expe
ted to handle as mu
h as $1.25 trillion by 2003. Like-wise, the 
omplexity of the logisti
s involved in B2B transa
tions has grown
onsiderably and is in
reasing nearly exponentially. The market for supply-
hain management (SCM), 
ustomer-relationship management (CRM), andwork 
ow automation produ
ts and servi
es is eviden
e of the 
omplexity ofthe logisti
s involved in B2B e-
ommer
e.A logi
al out
ome of the enormous size and 
omplexity of the B2B mar-ketpla
e is the need to not only automate the B2B pro
esses, but also to sup-port intelligent de
ision making in B2B markets. Self-interested, autonomoussoftware agents 
an be used to automate pro
esses in a B2B marketpla
e,making intelligent de
isions themselves or deferring to humans as appropri-ate (as is the 
ase in mixed-initiative systems). Additionally, software agentsmay be used to model behavior over time, thereby in
reasing understandingof the market itself.1.2 The MAGNET ProblemResear
h in modeling B2B pro
esses and market behavior using intelligent,autonomous software agents has 
reated the need for generalized marketar
hite
tures.Markets play an essential role in the e
onomy, and market-based ar
hite
-tures are a popular 
hoi
e for multiple agents (see, for instan
e, [3, 20, 21℄).Most market ar
hite
tures limit the intera
tions of agents to manual ne-gotiations, dire
t agent-to-agent negotiation [18, 8℄, or various types of au
-tions [22℄.Resear
hers at the University of Minnesota 
reated prototypes of a gen-eralized market ar
hite
ture and related agents while performing resear
hon multi-agent 
ontra
t negotiation. The resulting system was 
alled MAG-NET (Multi AGent NEgotiation Testbed). MAGNET provides support fora variety of types of transa
tions, from simple buying and selling of goods2



and servi
es to 
omplex multi-agent 
ontra
t negotiations. In the latter 
ase,MAGNET is designed to negotiate 
ontra
ts based on temporal and pre
e-den
e 
onstraints, as well as pri
e.This version of the Magnet Ar
hite
ture [7℄ has proven useful in a numberof experiments, providing a simulation environment that is easily adapted toa variety of experimental purposes.As more experiments are performed, fundamental limitations in the 
ur-rent MAGNET ar
hite
ture are be
oming more apparent. The la
k of de-tailed ar
hite
ture spe
i�
ations and requirements has resulted in high 
ode
omplexity and the emergen
e of hidden risks in s
alability and usefulnessof the system. In addition, new te
hnologies have emerged that promise toenhan
e the utility of the system.This paper attempts to address limitations in the 
urrent MAGNET ar-
hite
ture by do
umenting important ar
hite
ture requirements and thenproposing an improved ar
hite
ture that satis�es those requirements. In ad-dition, the paper will dis
uss the design of the improved ar
hite
ture, in
lud-ing re
ommended te
hnology 
hoi
es and the initial work done to implementthe new ar
hite
ture.The remainder of this paper is organized as follows: Se
tion 2 dis
ussessome issues asso
iated with multiple-agent 
ontra
ting, whi
h, in turn, pla
eshigh-level requirements on the system ar
hite
ture. Se
tion 3 provides a ref-eren
e model des
ribing the environment of MAGNET agents, and the basi
a
tivities and roles of agents in that environment. Se
tion 4 brie
y examinesvarious te
hnology options that 
ould be used in building a suitable softwarear
hite
ture for the MAGNET system. Se
tion 5 des
ribes the ar
hite
turalstyle needed to ful�ll the high-level system requirements. Se
tion 6 presentsthe te
hnologies 
hosen to re-ar
hite
t the MAGNET system and how they�t the ar
hite
tural style and high-level requirements. Se
tion 7 details theimproved ar
hite
tural model. Se
tion 8 dis
usses the spe
i�
s of the imple-mentation work performed. Finally, Se
tion 9 summarizes the results of theanalysis, and outlines future plans and open problems.2 Ar
hite
tural RequirementsThe development of high-level requirements for an ar
hite
ture is importantfor measurement of the su

ess of the ar
hite
tural design and for under-standing the basis of design de
isions [1℄. Su

essful requirements address3



the needs of proje
t stakeholders. The business 
ase for the proje
t and thedemands pla
ed on the proje
t by the proje
t's stakeholders must be 
arefully
onsidered in order to 
reate a su

essful ar
hite
ture [1℄.The business 
ase was outlined in se
tion 1.1 of this paper. Essentially,the ar
hite
ture must support resear
h a
tivity in market-supported agentnegotiation and 
ontra
ting.2.1 Interested PartiesThe following stakeholders need to be 
onsidered in order to assure the su
-
ess of the improved MAGNET ar
hite
ture:2.1.1 Primary Resear
h TeamThe MAGNET proje
t is a joint e�ort between resear
hers at the Univer-sity of Minnesota and at DePaul University. Resear
hers on both 
ampusesare a
tively writing 
ode to test new resear
h ideas, so 
exibility is key. Inaddition, the team does not want to lose any fun
tionality in the systemso that experiments may be re-run and earlier work extended. Re
ent soft-ware development at Minnesota has 
entered around agent design, bid eval-uation, graphi
 user interfa
es to agents, proto
ols, and ar
hite
ture whiledevelopment at DePaul has involved markets, ex
hanges, and server design.Therefore, agents need well-de�ned but loosely-
oupled intera
tion with themarket and asso
iated server or servers. Finally, it would be ni
e for ea
hteam to able to run the system at either 
ampus and easily a

ess it fromthe other.2.1.2 Resear
h CommunityAnother goal of MAGNET would be to allow the larger resear
h 
ommunity(others interested in multi-agent negotiations using a market framework) toextend work on the MAGNET system. In parti
ular, it seems plausible thatother types of agents and/or negotiation proto
ols 
ould be used within theMAGNET ar
hite
ture.2.1.3 National S
ien
e Foundation (NSF)The MAGNET proje
t has partial funding from the NSF. The NSF has aninterest in seeing that MAGNET resear
h bene�ts so
iety, provides edu
a-4



tional opportunities, and that NSF funds are used wisely towards these goals.Therefore, 
ost is an issue as funds are limited and are intended to be di-re
ted towards resear
h and edu
ation, rather than expensive software toolsand platforms.2.1.4 Business CommunityThe business 
ommunity has signi�
ant interest in learning from MAGNETand using MAGNET-related te
hnology to automate business pra
ti
es. Inparti
ular, MAGNET te
hnology 
ould be used for Supply-Chain Manage-ment, automated 
ontra
ting, and other types of business-to-business e-
ommer
e. Therefore, MAGNET must support transa
tions between agentsthat have qualities su
h as se
urity, transa
tional 
onsisten
y, and authenti-
ation, sin
e similar properties are required in traditional (non-automated)business transa
tions. Details of using MAGNET for Supply-Chain Manage-ment may be found in [5℄. The use of MAGNET in automated 
ontra
tingis dis
ussed in [4℄.2.2 Driving For
es and Derived Requirements2.2.1 Breadth of Agent Parti
ipation (BAP)Maximizing the number and variety of agents that may be supported inthe MAGNET ar
hite
ture should be a major goal of the system as a whole.Unintentional or unne
essary 
onstraints on the pool of agents that may par-ti
ipate in the market undermines the usefulness of the market as a wholeand lead to market ineÆ
ien
ies. The restri
tions on allowable agents in amarket dire
tly impa
ts the performan
e of the market. Allowing agents thatare spread out a
ross the Internet to intera
t in the MAGNET environmentis key to gaining wider a

eptan
e as a resear
h tool and important in sim-ulating larger, more diverse markets. Therefore, the following requirementsmay be derived:BAP-1: Open Communi
ations Agents should be able to parti
ipatein the MAGNET market over the open Internet. This implies the need forinformation to 
ow easily a
ross network boundaries (su
h as �rewalls) byusing widely-a

epted Internet standards and proto
ols.5



BAP-2: Heterogeneous Agents Agent implementation should not bedi
tated by the stru
ture of the MAGNET ar
hite
ture. In parti
ular, agentsshouldn't have to be tightly 
oupled to the MAGNET market or session.BAP-3: Agent Platform Independen
e Another goal of the MAGNETAr
hite
ture should be to minimize the e�e
t of heterogeneous platforms and
omputing environments on the ability of agents to parti
ipate in MAGNETmarkets. Agents should not have to be written in a parti
ular language orrun on a spe
i�
 platform.BAP-4: MAGNET Market Support MAGNET marketpla
es and as-so
iated servers should be able to be hosted on a variety of platforms. At aminimum, MAGNET should be operable in the UNIX (Solaris and Linux)and Windows environments sin
e they are in use by the MAGNET resear
hteam.2.2.2 Flexibility and Adaptability (FA)As MAGNET is intended to serve the resear
h 
ommunity, it is importantthat the MAGNET Ar
hite
ture be 
exible enough to allow for a variety ofexperiments to be performed. Agents and market 
omponents will likely needto be adapted in order to model di�erent problem domains; the MAGNETAr
hite
ture should be supportive of 
hange.FA-1: Extensible Proto
ol The MAGNET system is a resear
h vehi-
le; agent negotiation proto
ols are under resear
h as well and therefore aresubje
t to 
hange. Messages and parts of messages that are not 
ompletelyunderstood by agents or the MAGNET system should be re
orded or re-ported and not 
ause system failure.FA-2: Open Proto
ol The proto
ol 
an not be opaque to the MAGNETsession. Agent 
ommuni
ations should be be open to the MAGNET systemfor inspe
tion. For instan
e, the proto
ol needs to be visible to MAGNETserver so that the servers 
an manage the distribution of the proto
ol elements(su
h as the RFQ) to registered agents who should be informed and so thatMAGNET servers may manage bid timeouts. As is dis
ussed in detail in [7℄,a MAGNET server 
an a
t as a trusted intermediary, providing important6



prote
tions to parti
ipating agents, and this requires MAGNET servers andthe agents to have a

ess to the negotiation proto
ol.FA-3: Runtime Flexibility The MAGNET ar
hite
ture should lend it-self to the use of design patterns that o�er runtime 
exibility so that agents,markets, and the like 
an be easily 
on�gured with minimal impa
t to thesour
e 
ode. The use of 
on�guration parameters, modules, and fa
tories isen
ouraged sin
e this allows experiments to be qui
kly 
on�gured, run, andreprodu
ed in the MAGNET environment. The details of the fa
tory patternin obje
t-oriented design is des
ribed fully in [10℄.FA-4: S
alability Although extremely high numbers of MAGNET ses-sions and parti
ipating agents is unlikely in a resear
h prototype, 
are shouldbe taken to 
reate a MAGNET ar
hite
ture that doesn't pla
e arbitrary lim-its on s
alability. Poor s
alability 
ould limit the interest in adopting MAG-NET te
hnologies to 
ommer
ial use, sin
e s
alability is important to thebusiness 
ommunity and other interested parties for real-world appli
ations.2.2.3 System Integrity (SI)System integrity is key to the a

eptan
e of the MAGNET system both as aresear
h tool (results must be 
onsistent and reprodu
ible) and as te
hnologyvaluable to the business 
ommunity.SI-1: Agent Identity Agent identity needs to be persistent and tra
eableto a responsible person or organization.SI-2: Se
urity Basi
 se
urity me
hanisms will be required for the use ofMAGNET on the Internet or other open networks sin
e MAGNET may beused to model or automate real-world business pro
esses. Agent-to-marketauthenti
ation, priva
y of message data, message integrity, and possibly auditand non-repudiation 
an be provided by a basi
 se
urity me
hanism. Thear
hite
ture should provide a means of basi
 se
urity that requires minimalimpa
t to appli
ation 
ode. Note that user-to-agent authenti
ation is theresponsibility of the agent and therefore not addressed by the MAGNETar
hite
ture. 7



SI-3: Persistent 
ontext The MAGNET ar
hite
ture needs to supportthe notion of a persistent 
ontext in whi
h negotiation takes pla
e. Agentsshould be able to start, stop, dis
onne
t, and 
onne
t without losing identityor 
ontext. In parti
ular, shutting down an agent should not allow the agentto repudiate 
ommitments or result in the loss of messages intended for theagent.2.2.4 Software Cost and Maintenan
e (SCM)As mentioned in se
tion 2.1.3, there are limited funds and resour
es availableto the MAGNET proje
t, espe
ially for the use of improving the underlyingar
hite
ture. Cost and maintenan
e requirements of the ar
hite
ture mustbe 
onsidered in order allow s
ar
e resour
es to be fo
used on resear
h needs.SCM-1: Software Reuse It is important that the improvements to theMAGNET ar
hite
ture make as mu
h use of pre-existing MAGNET sour
e
ode as pra
ti
al. Code reuse and espe
ially design reuse 
an 
ut the 
ostand e�ort asso
iated with improving the MAGNET ar
hite
ture. Numerous
ase studies and antidotal eviden
e supporting the ability of design and 
odereuse to 
ut 
osts 
an be found in [23℄.SCM-2: Low Cost The MAGNET ar
hite
ture should be a�ordable toimplement; in parti
ular, 
are should be taken to avoid expensive te
hnologiesand software solutions.SCM-3: A
tive Support The underlying te
hnologies used for the MAG-NET ar
hite
ture should be a
tively supported. This is so that improvementsand new developments may be in
orporated into MAGNET and so that de-fe
ts found in the underlying te
hnologies may be 
orre
ted with a minimumof e�ort from the MAGNET team and interested parties.3 Referen
e ModelA referen
e model is de�ned in [1℄ as \A division of fun
tionality togetherwith data 
ow between the pie
es". The referen
e model must thereforeaddress the major 
omponents of the MAGNET system and the intera
tionsbetween them. 8



Some basi
 ar
hite
ture work that was done to identify 
omponents andintera
tions in the MAGNET system may be found in [7℄. The referen
emodel is based o� this work.3.1 Introdu
tionThe MAGNET referen
e model is taken dire
tly from [7℄ and 
ontains agents,ex
hanges, markets, and the proto
ol used to intera
t between these 
ompo-nents. A 
on
eptual view of the 
omponents is shown in Figure 1.MAGNET provides an agent the ability to use market me
hanisms todis
over and 
ommit the resour
es needed to a
hieve its goals. The assump-tion is that agents are heterogeneous and self-interested and typi
ally a
ton behalf of entities who have di�erent goals and di�erent notions of util-ity. Agents may ful�ll the role of 
ustomer or supplier with respe
t in theMAGNET referen
e model, as shown in Figure 1.

Figure 1: The MAGNET referen
e model3.2 Customer AgentCustomer agents plan and then pursue their goals by formulating and pre-senting Requests for Quotations (RFQs) to supplier agents through a marketinfrastru
ture [6℄. Customer agents next evaluate the bids re
eived from sup-plier agents, and award bids to sele
ted supplier agents. Finally, 
ustomer9



agents may monitor exe
ution of the tasks spe
i�ed in the awarded bids.Customer agents attempt to satisfy their goals for the least net 
ost, where
ost fa
tors 
an in
lude not only bid pri
es, but also goal 
ompletion timeand risk fa
tors. More pre
isely, these agents are attempting to maximizethe utility fun
tion of some user, as dis
ussed in detail in [4℄.3.3 Supplier AgentSupplier agents attempt to maximize the value of the resour
es under their
ontrol by submitting bids in response to 
ustomer RFQs, spe
ifying whattasks they are able to undertake, when they are available to perform thosetasks, and at what pri
e. See [4℄ for more details of supplier agent goals.3.4 Ex
hangeAn ex
hange is a 
olle
tion of domain-spe
i�
 markets in whi
h goods andservi
es are traded, along with some generi
 servi
es required by all mar-kets [7℄. Possible servi
es in an ex
hange in
lude an identity veri�
ationservi
e or a Better Business Bureau that 
an provide information about thereliability of other agents based on past performan
e. The ex
hange is anetwork-a

essible resour
e that supports a set of markets and 
ommon ser-vi
es. Agents 
an use the ex
hange to �nd markets to parti
ipate in. Anexample ex
hange is depi
ted in Figure 2.
Figure 2: The Stru
ture of an Ex
hange
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3.5 MarketEa
h Market within an ex
hange is a forum for 
ommer
e in a parti
ular
ommodity or business area [7, 4℄. Ea
h market in
ludes a set of domain-spe
i�
 servi
es and fa
ilities, as shown in Figure 3, and ea
h market drawsupon the 
ommon servi
es of the ex
hange.
Figure 3: The Stru
ture of a Market within the Ex
hangeThe market 
ontains an Ontology that des
ribes the types of tasks orgoods that the market deals in. Ea
h des
ription not only des
ribes the item,but also 
ontains statisti
s, in
luding details like the number of suppliers thattypi
ally will bid on the item, and how long the task typi
ally takes [4℄. Themarket also keeps a Registry of suppliers that have expressed an interest inparti
ipating in market a
tivities, and maintains performan
e statisti
s that
ustomers 
an use in their de
ision pro
esses.3.6 Market SessionsAn important 
omponent of ea
h market is a set of 
urrent sessions in whi
hthe a
tual agent intera
tions o

ur. A market session is the vehi
le throughwhi
h market servi
es are delivered dynami
ally to parti
ipating agents. Itserves as an en
apsulation for a transa
tion in the market, as well as a per-sistent repository for the 
urrent state of the transa
tion, throughout the lifeof the 
ontra
t [4, 7℄.
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3.7 Proto
ol and Typi
al Data Flow3.7.1 Agent-Market Intera
tionBefore Customer-Supplier Intera
tion may o

ur, both types of agent must
ommuni
ate with the ex
hange in order to �nd the markets that they mayparti
ipate in. After the ex
hange has returned a simple list of the marketsavailable to the agent, the agent 
hooses the market to parti
ipate in andregisters with the market. Finally, the agent requests ontology information(the types of goods or tasks the market deals in) whi
h is returned as a setof information obje
ts.3.7.2 Customer-Supplier Intera
tionThe bidding intera
tion between 
ustomer and supplier agents starts with aRequest for Quotes (RFQ) issued by the 
ustomer, followed by a set of bidssubmitted by interested suppliers, and 
on
ludes with a set of bid awardsissued by the 
ustomer. After 
ontra
ts are awarded, the exe
ution phasestarts. The exa
t proto
ol for the exe
ution phase is 
onsidered an openissue.A sequen
e diagram showing 
ustomer-supplier intera
tion is depi
ted inFigure 4.� The 
ustomer agent issues an RFQ to the market for 
onsideration bysuppliers. The RFQ spe
i�es a task network, whi
h in
ludes a spe
i�-
ation of ea
h task, and a set of pre
eden
e relations among tasks. Forea
h task, a time window is spe
i�ed giving the earliest time the task
an start and the latest time the task 
an end.� Suppliers may respond to an RFQ with a bid on a task or tasks. Bidsmay spe
ify individual or 
ombinations of tasks with a single pri
e orindividual pri
es. Bids also spe
ify time information. A supplier's bidin
ludes a pri
e for the task(s), a portion of the pri
e required to bepaid as a non-refundable deposit at the time the bid is awarded, anestimated duration for the task(s), and a time window within whi
hthe task(s) 
an be started.� When the 
ustomer awards a bid, it must pay to the supplier the depositand spe
ify the a
tual time, within the supplier's spe
i�ed time window,at whi
h it wishes to begin the task.12



Figure 4: Customer-Supplier Intera
tion in a Typi
al Contra
ting MarketSession
13



� When the supplier 
ompletes a task, the 
ustomer must pay the re-mainder of the pri
e, beyond the deposit, as spe
i�ed in the awardedbid.� If the supplier fails to 
omplete a task, the pri
e is forfeit and the depositmust be returned to the 
ustomer. A penalty may also be levied fornon-performan
e, but we ignore this 
ompli
ation at this point.4 Te
hnology OptionsThe intent of this se
tion is to brie
y examine 
urrent te
hnologies that
ould be used as the basis of the MAGNET framework. The emphasis ison te
hnologies that may be used for the framework supporting agent par-ti
ipation rather than te
hnologies for the agents themselves, sin
e it is ex-pe
ted that agents will be implemented using a variety of te
hnologies (seerequirements [BAP-2: Heterogeneous Agents℄ and [BAP-3: Agent PlatformIndependen
e℄). Put another way, the te
hnologies 
onsidered in the rest ofthis se
tion are 
apable of supporting 
ommuni
ation between remote agentsand the market and 
an be used to build the proto
ol, ex
hange, market,and session 
omponents dis
ussed in Se
tion 3.4.1 Client-Server Te
hnologies4.1.1 So
ket Communi
ationsSimple so
ket 
ommuni
ations 
ould be used between agents and the MAG-NET market. This would involve writing a server that �elds requests fromagents. A 
on
ern with this approa
h is the format of the proto
ol used for
lient (agent) to server 
ommuni
ations. The implementation de
ides theproto
ol and message format, meaning that unless standards-based proto-
ols are used (for example, HTTP or SMTP), the proto
ol will be opaque tonon-MAGNET systems, preventing the 
rossing of network boundaries (seethe requirement [BAP-1: Open Communi
ations℄).Both the agent and server must be written to understand the proto
oland message format. This leads to tight 
oupling between 
omponents and\brittle" systems, where a simple 
hange in a proto
ol element, server version,or 
lient version results in the need to update all 
omponents in the system.Se
ure So
kets Layer (SSL) 
an provide \wire" se
urity for so
kets-based
ommuni
ation. 14



It should be noted, however, that so
ket 
ommuni
ations underlie all thedis
ussed network te
hnologies in this paper and are in a sense the \lowest
ommon denominator". As su
h, it is always possible (with potentially agreat deal of e�ort) for a 
omponent on a platform that doesn't supportthe te
hnology dis
ussed to parti
ipate using so
kets. The amount of e�ortinvolved to fully implement the proto
ols and related supporting servi
es ofthese te
hnologies makes it unrealisti
 to use so
kets in almost all 
ases.4.2 Distributed Obje
t Te
hnologiesDistributed Obje
t Te
hnologies allow 
omponents to intera
t at a high levelby making method invo
ations on remote obje
ts as if they were methodinvo
ations on a lo
al obje
t within the memory spa
e of the invoker. SeeSe
tion 5.1.2 for a dis
ussion of distributed obje
t ar
hite
ture. There arethree major distributed obje
t systems in use today: CORBA, DCOM, andJava RMI. Enterprise JavaBeans are also dis
ussed.4.2.1 Common Obje
t Request Broker Ar
hite
ture (CORBA)The Common Obje
t Request Broker Ar
hite
ture (CORBA) is a distributedobje
t spe
i�
ation for a
hieving interoperability between distributed 
om-puting nodes [12℄. CORBA 1.1 was introdu
ed by the Obje
t ManagementGroup (http://www.omg.org) in 1991. This spe
i�
ation de�ned an In-terfa
e De�nition Language (IDL), an Appli
ation Programming Interfa
e(API), and an Obje
t Request Broker (ORB) that provide the framework fordistribute obje
ts to intera
t. Essentially, the ORB a
ts as a bus 
onne
t-ing the obje
ts, allowing obje
ts to make method 
alls on ea
h other [16℄.CORBA 2.0 spe
i�es an Internet Inter-ORB Proto
ol for 
ommuni
ations be-tween ORBs supplied by di�erent vendors and distributed over the Internet.In addition, CORBA de�nes a number of servi
es, su
h as obje
t a
tivation,se
urity, transa
tions, and obje
t dis
overy (naming, trader servi
es) that al-low ri
h obje
t intera
tions. IDL supports multiple language bindings (map-ping of CORBA to and from language-spe
i�
 
onstru
ts), in
luding Java, C,C++, Lisp, COBOL, Smalltalk, Ada, Python, and IDLS
ript. Therefore, therequirement [BAP-3: Agent Platform Independen
e℄ is satis�ed, sin
e IDL
an be 
ompiled on a variety of platforms and languages. See the CORBASpe
i�
ation [13℄ for additional details.Obje
ts in CORBA intera
t a
ross the Internet using IIOP, a binary15



proto
ol. Unfortunately, many enterprises do not allow IIOP a
ross networkboundaries sin
e IIOP is not easily inspe
ted for mali
ious 
ontent. Hen
e,requirement [BAP-1: Open Communi
ations℄ is not satis�ed.Se
urity is supported in CORBA both at the servi
e level (via the se
urityservi
e) and \on the wire" (via SEC-IIOP, or SSL with IIOP). Persisten
emay be supported using the persisten
e servi
e. Therefore, MAGNET re-quirements [SI-1, SI-2, and SI-3℄ are all potentially satis�ed. Unfortunately,not all CORBA vendors support all the CORBA servi
es, in
luding the se-
urity and persisten
e servi
es. Therefore, as a pra
ti
al matter, there is adanger of be
oming tied to a parti
ular CORBA ORB or vendor and losingsome interoperability..CORBA implementations are available from 
ommer
ial vendors su
h asIona and Borland. Numerous free CORBA ORB and implementations exist;some free implementations in
lude MICO, Ja
ORB and Orba
us. There-fore, the requirements [SCM-2: Low Cost℄ and [SCM-3: A
tive Support℄ aresatis�ed as well.4.2.2 Distributed Component Obje
t Model (DCOM)Distributed obje
ts 
an also be 
reated using Mi
rosoft's Distributed Com-ponent Obje
t Model. DCOM uses a obje
t remote pro
edure 
all (ORPC)on top of Mi
rosoft's distributed 
omputing environment to allow intera
tionwith remote obje
ts as if they are lo
al. DCOM ORPC is a binary proto
ol,like CORBA's IIOP, and as su
h tends to be blo
ked at Internet �rewalls.Thus requirement [BAP-1: Open Communi
ations℄ is not supported.Like CORBA, DCOM allows 
omponents to be implemented in a va-riety of languages, in
luding C++ and Visual Basi
. DCOM is a purelyMi
rosoft te
hnology; all obje
ts in the system must be implemented usingMi
rosoft's te
hnology in order to parti
ipate in the DCOM environmentdire
tly. DCOM does not satisfy requirements [BAP-2, BAP-3, or BAP-4℄be
ause of the need to use Mi
rosoft solutions for all 
omponents. This sit-uation is referred to as the \Vendor Lo
k-In" ar
hite
ture AntiPattern in [2℄and tends to have negative e�e
ts on the 
ost and ability to maintain thesoftware. In addition, open standards are diÆ
ult to maintain in su
h asituation.
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4.2.3 Java Remote Method Invo
ation (RMI)Java Remote Method Invo
ation (RMI) is the distributed obje
t system builtinto the 
ore Java environment [9℄. Like CORBA and DCOM, RMI transmitsmethod invo
ation requests in a binary format. Hen
e, requirement [BP-1:Open Communi
ations℄ is not satis�ed.In addition, RMI is a Java-only proto
ol; distributed obje
ts must beimplemented in Java, although Java provides ways around this limitation.� Java provides a means to a

ess obje
ts written in other languagesthrough the Java Native Interfa
e (JNI). Therefore, obje
ts written inother languages may use JNI to a

ess a proxy or wrapper obje
t thatspeaks Java RMI. This approa
h works for all platforms that supporta Java Virtual Ma
hine (JVM).� Newer versions of Java RMI have been enhan
ed with the ability to useIIOP as the transport proto
ol for RMI requests; therefore, non-Javaobje
ts may use CORBA to 
ommuni
ate with Java RMI obje
ts.Using either means des
ribed above, it is possible to support requirements[BAP-2: Heterogeneous Agents℄ and [BAP-3: Agent Platform Independen
e℄.Java te
hnology is free, alleviating 
ost 
on
erns. Software reuse is maxi-mized, sin
e the 
urrent MAGNET system is implemented in Java and Javais a
tively supported by Sun Mi
rosystems, among others. Therefore, re-quirements [SCM-1, SCM-2, and SCM-3℄ are also satis�ed.4.3 Web-based Te
hnologiesWeb-based te
hnologies use the HyperText Transfer Proto
ol (HTTP) asa means of 
ommuni
ation between remote 
omponents. Therefore, all ofthese te
hnologies use open, text-based 
ommuni
ation that will satisfy re-quirement [BAP-1: Open Communi
ations℄.4.3.1 Common Gateway Interfa
e (CGI)The Common Gateway Interfa
e (CGI) provides a means of exe
uting pro-grams from a web server. In essen
e, the web server forwards requests forspe
i�
 resour
es to an external program for pro
essing. The output of thisprogram is then sent ba
k to the 
lient in pla
e of a stati
 �le.17



The use of CGI pro
essing allows data to 
ow between remote 
lients overHTTP, an Internet standard, thereby supporting requirement [BAP-1: OpenCommuni
ations℄. An important problem is that while the data transportme
hanism is standard, the data en
oding used is not. Proto
ol data has tobe en
oded into HTML \forms" or parameters, leading to a large amount of
ode for parsing requests and en
oding responses in the CGI program. Thistight \
oupling" of proto
ol to the implementation is similar to the 
lient-server proto
ol issues dis
ussed above and leads to diÆ
ulty in supportingthe [BAP-2: Heterogeneous Agents℄, [FA-1: Extensible Proto
ol℄, and [SCM-1: Software Reuse℄ requirements, sin
e the proto
ol en
oding s
heme is notstandardized.CGI programs may be written in almost any language, so requirement[BAP-4: MAGNET Market Support℄ is satis�ed by the CGI approa
h.The life-
y
le for CGI programs 
an result in great demand on web serverssin
e new pro
esses are often spawned for CGI programs. This approa
h isnot 
onsidered to be as s
alable as the plugin and servlet approa
hes (whi
hbetter support requirement [FA-4: S
alability℄ ) [14℄.4.3.2 Web Server PluginsWeb server 
ompanies (su
h as Nets
ape and Mi
rosoft) have 
reated pro-prietary extension APIs or plugins. Plugins have the ability to 
hange orextend the web server's fun
tionality by 
alling linked-in 
lasses written inC or C++. The approa
h is extremely fast but 
auses se
urity issues, sin
ea bug in a plugin 
an 
ause the entire web server to 
rash[14℄. Therefore,plugins are a poor 
hoi
e for market infrastru
ture, sin
e mali
ious agentshave the ability to use bugs in plugins to subvert or disable the entire market.In addition, the plugin approa
h is highly-vendor spe
i�
 { market 
ode willvary depending on the web server to be supported (thereby failing require-ment [BAP-4: MAGNET Market Support℄ and [SCM-1: Software Reuse℄).As with the CGI approa
h, a proto
ol data-en
oding format would need tobe implemented between the 
lient and plugin. As dis
ussed in Se
tion 4.3.1,requirements [BAP-2: Heterogeneous Agents℄, [FA-1: Extensible Proto
ol℄,and [SCM-1: Software Reuse℄ are poorly supported.
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4.3.3 Java Enterprise Edition Te
hnologiesServlets and JSP Java supports the notion of a \servlet" whi
h is ageneri
 server extension. The most 
ommon form of servlet is the HTTPservlet, whi
h is used to extend web server fun
tionality. Servlets are handledby separate threads within a web server pro
ess but do not share the se
urity
on
erns of plugins sin
e they are run within a Java Virtual Ma
hine [14℄.Servlets are more eÆ
ient than CGI. Additionally, servlets are supported inmost major web server platforms and are Java programs, so servlets are arelatively platform-independent solution that satis�es requirement [BAP-4:MAGNET Market Support℄.As with the CGI and plugin approa
hes, a proto
ol data-en
oding s
hemewould need to be implemented, in this 
ase between the agents and servlets.As dis
ussed in Se
tion 4.3.1, requirements [BAP-2: Heterogeneous Agents℄,[FA-1: Extensible Proto
ol℄, and [SCM-1: Software Reuse℄ are thereforepoorly supported by this approa
h.Java Server Pages (JSPs) are HTML pages that 
ontain snippets of Java
ode. When a JSP is fet
hed by a web server on behalf of a 
lient, theJSP is 
omplied into a servlet 
lass. Therefore, JSPs o�er mu
h the samefun
tionality as servlets [14℄ and satisfy the same requirements as the servletapproa
h..Enterprise JavaBeans and Appli
ation Servers Enterprise JavaBeans(EJB) are Java 
omponents (obje
ts following the JavaBean spe
i�
ation)that 
ommuni
ate using Java RMI and that intera
t in the EJB environ-ment [9℄. The EJB environment (the EJB 
ontainer)is provided by an Ap-pli
ation Server, whi
h typi
ally provides a web 
ontainer as well. The EJB
ontainer provides a number of distributed obje
t servi
es, in
luding obje
tlookup (via JNDI), persisten
e (via Entity Beans), and transa
tion pro
ess-ing. Therefore, EJBs are ideal for web-enabled appli
ations, sin
e the web
ontainer provides web-based a

ess to the appli
ation, and the business logi
may be pla
ed in distributed 
omponents a
ross the enterprise that may betransa
tional and persistent [9℄.Note that EJBs 
ommuni
ate with ea
h other using RMI; therefore, EJBsdon't 
ommuni
ate a
ross the Internet well. EJBs 
ommuni
ate well withinthe enterprise, but need to resort to web-based 
ommuni
ation in order to
ommuni
ate a
ross the Internet (to satisfy requirement [BAP-1: Open Com-muni
ations℄). 19



Enterprise JavaBeans are a part of Java 2 Enterprise Edition (J2EE),whi
h is freely available. The J2EE spe
i�
ation [19℄ provides more detailsabout EJBs and the servi
es available to EJBs in the J2EE environment.Appli
ation servers for deploying EJBs are available from 
ommer
ial vendors(BEA's Weblogi
 or IBM's WebSphere produ
ts). Free versions are alsoavailable (for example, JBoss or Enhydra). Therefore, the [SCM-1, SCM-2,and SCM-3℄ requirements are satis�ed.4.3.4 A
tive Server PagesA
tive Server Pages (ASP) is a Mi
rosoft te
hnology for generating dynami
web 
ontent using HTML pages 
ontaining snippets of embedded 
ode (usu-ally VBS
ript or JS
ript). The 
ode snippets are read and exe
uted by theweb server before the page is sent to the 
lient [14℄. ASP is optimized forgenerating small portions of dynami
 pages [14℄.Support for ASP is built into Mi
rosoft's Web Server (IIS); third-partyprodu
ts (Sun's Chili!Soft for example) allow it to work with other serversat signi�
ant 
ost. Therefore, Vendor Lo
k-In [2℄ and 
ost are issues (failingrequirement [SCM-2: Low Cost℄) as is platform support (requirement [BAP-4: MAGNET Market Support℄).4.3.5 HTTP-based SOAP Servi
e ProvidersThe Simple Obje
t A

ess Proto
ol (SOAP) is a text-based wire proto
olthat uses Internet standards (HTTP) for data transport and the eXentsibleMarkup Language (XML) for data en
oding [15℄. SOAP is a standard 
on-trolled by the World Wide Web Consortium (W3C) and ba
ked by severalindustry giants in
luding IBM and Mi
rosoft (the SOAP spe
i�
ation maybe found at http://www.w3.org). The use of the HTTP Internet standardmeans that data is transported a
ross network boundaries easily (satisfyingrequirement [BAP-1: Open Communi
ations℄).A SOAP web servi
e re
eives a servi
e request as an SOAP-en
oded mes-sage (an XML do
ument) and returns an XML do
ument as a response. TheSOAP framework takes 
are of data en
oding, de
oding, and exe
ution ofthe proper method on the servi
e obje
t. Therefore, agent and market im-plementation is independent of data en
oding issues and requirements [FA-1:Extensible Proto
ol℄, [FA-2: Open Proto
ol℄, and [SCM-1: Software Reuse℄are supported. 20



Apa
he and Mi
rosoft have free SOAP toolkits for sending and re
eiv-ing SOAP messages, and more vendors are planning SOAP support in theirprodu
ts. Therefore the SOAP approa
h meets requirements [SCM-2: LowCost℄ and [SCM-3: A
tive Support℄.4.4 Messaging Te
hnologies4.4.1 Message-Oriented MiddlewareMessage-Oriented Middleware (MOM) systems provide a means of asyn-
hronous 
ommuni
ation between 
omponents. Components may exist onseparate and heterogeneous platforms. Components use the middleware tosend and re
eive messages; the middleware typi
ally provides implementsmessage en
oding, de
oding, and message queuing. Examples in
lude MQSeriesfrom IBM and Tib
o's Rendezvous [17℄. Other vendors in
lude SilverStream,Ora
le, and BEA. \Vendor Lo
k-In" [2℄ is a parti
ular danger, sin
e thesepropriety solutions do not ne
essarily interoperate. In addition, all the ex-amples investigated were expensive enough to not merit 
onsideration forMAGNET (failure of requirement [SCM-2: Low Cost℄).4.4.2 Java Messaging Servi
e (JMS)Java Messaging Servi
e provides a 
ommon interfa
e over various Message-Oriented Middleware implementations. Essentially, a Java developer 
anwrite 
ode that uses JMS for messaging and not worry about whi
h parti
ularmessage provider will be delivering the messages. Note that JMS is subje
tto the same limitations as the Message-Oriented Middleware it \wraps",in
luding 
ost.4.4.3 SOAP, XML, and e-mailA pervasive, stands-based messaging s
heme exists today { e-mail. E-mailproto
ols, su
h as SMTP 
an be used as a message transport and XML
an be used to represent the message data. A variety of spe
ialized XMLmessage formats exist for e-business message ex
hange. The SOAP proto
olhas be
ome a standard format and 
an be used to en
ode servi
e requestparameters in XML. Apa
he SOAP, mentioned in se
tion 4.3.5, 
an also be
on�gured to work as a messaging servi
e as well as a web servi
e.21



5 Ar
hite
tural StyleAn ar
hite
tural style is de�ned in [1℄ as \a des
ription of 
omponent typesand a pattern of their runtime 
ontrol and/or data transfer". A style 
anbe thought of as a group of 
onstraints on an ar
hite
ture; one examplegiven in [1℄ is the 
lient-server ar
hite
tural style. The 
andidate te
hnolo-gies dis
ussed in se
tion 4 
an be generally grouped into the following styles:
lient-server, distributed obje
ts, web servi
es, and message-oriented middle-ware.5.1 Candidate Ar
hite
tural Styles5.1.1 Client-ServerThe 
lient-server style implies that multiple 
lients exist and 
ommuni
atewith a server using a shared proto
ol. Typi
ally, this results in a tightly-
oupled system, often with spe
i�
 algorithms to en
ode and de
ode pro-to
ol elements implemented in the 
lients and server. Therefore, require-ments [BAP-1: Open Communi
ations℄, [BAP-2: Heterogenous Agents℄, and[FA-1: Extensible Proto
ol℄ are likely not to be satis�ed. In addition, thereis waning interest in this ar
hite
tural style; this is primarily due to a la
kof s
alability (requirement [FA-4: S
alability℄ is not satis�ed).5.1.2 Distributed Obje
tsIn the 1990's, the obje
t-oriented 
ommunity pushed for the development ofan Obje
t RPC (Remote Pro
edure Call) that would link obje
ts to 
om-muni
ation proto
ols [12℄. This led to \distributed obje
t" middleware that
ould lo
ate and instantiate a target obje
t in a \server" pro
ess. To the ap-pli
ation programmer, a method invo
ation on a remote obje
t \looks" likean invo
ation on a lo
al obje
t. The distributed obje
t style is highly s
al-able, as obje
ts may be instantiated on many nodes in the system withoutregard to lo
ation or the server pro
essing the request. CORBA, DCOM,and Java RMI are the dominant distributed obje
t te
hnologies in indus-try today (see se
tion 4 for a dis
ussion of these te
hnologies). All threete
hnologies allow obje
t implementation to o

ur in multiple languages (seese
tion 4) and therefore support the [BAP-3: Agent Platform Independen
e℄requirement to some degree. Se
urity is mu
h easier to obtain than in tradi-22



tional 
lient-server systems, as se
urity is often part of the distributed obje
tframework.A problem with these te
hnologies is that 
ommuni
ation takes pla
e be-tween obje
ts in a binary format; this 
auses diÆ
ultly in operating a
rossthe Internet sin
e most �rewalls and network proxies are not 
on�gured topass this sort of traÆ
. In addition, these binary formats are not 
ompletelyinteroperable with ea
h other, sometimes requiring spe
ial bridging softwareat additional 
ost and 
omplexity. For example, bridges exist for interfa
ingCORBA's Inter-ORB Proto
ol (IIOP) to DCOM's Obje
t Remote Pro
edureCall (ORPC). Therefore, the [BAP-1: Open Communi
ations℄ requirementis not well supported, making this style ill-suited for agent-to-market 
om-muni
ations a
ross the Internet.5.1.3 Web Servi
esWeb servi
es were 
reated spe
i�
ally to address the needs of dynami
 e-business a
ross the Internet. The web servi
e ar
hite
tural style is essen-tially a Servi
e-Oriented Ar
hite
ture (SOA) style, implemented with Inter-net standards su
h as the eXtensible Markup Language and the HyperTextTransport Proto
ol (HTTP). Therefore, the [BAP-1: Open Communi
ations℄requirement is satis�ed by this ar
hite
tural style.The Servi
e-Oriented Ar
hite
ture, as des
ribed in [11℄, 
onsists of:� Servi
e Providers that provide a servi
e interfa
e for a software asset.A servi
e provider node 
an represent the servi
es of a business entityor it 
an simply be the servi
e interfa
e for a reusable subsystem.� Servi
e Requesters that dis
overs and invoke other software servi
es toprovide a business solution.� The servi
e broker, whi
h a
ts as a repository for software interfa
esthat are published by servi
e providers.Note that this style is s
alable (satis�es [FA-4: S
alability℄) sin
e Servi
eProviders and brokers 
an be spread over a number of network nodes.5.1.4 MessagingMessage-Oriented Middleware (MOM) systems provide a means of asyn-
hronous 
ommuni
ation by providing a framework for messages to be passed23



between software 
omponents. Examples in
lude MQSeries from IBM, Tib
o'sRendezvous, and Java Messaging System (JMS) providers [17℄. The primaryadvantage to messaging systems is that 
omponents may be loosely 
oupled;agents intera
ting with a server through messaging may 
ontinue work with-out waiting for a response. Therefore, the [BAP-2: Heterogenous Agents℄may be easily a
hieved. S
alability [FA-4℄ may also be a
hieved through theuse of message routers.Proprietary MOM systems 
an be 
ostly (failure to meet [SCM-2: LowCost℄) and may not easily provide messaging a
ross the Internet due to theuse of non-standard proto
ols (failure to meet [BAP-1: Open Communi
a-tions℄). A re
ent trend towards XML-based messaging using standard proto-
ols, su
h as POP3 (Post OÆ
e Proto
ol) and SMTP (Simple Mail TransferProto
ol), alleviates these 
on
erns. See [17℄ for an introdu
tion to XML inMessaging and an example XML message broker.5.2 Sele
ted Ar
hite
tural Style: Web Servi
es andMessagingIt is expe
ted that MAGNET 
omponent intera
tions will require both asyn-
hronous and syn
hronous 
ommuni
ations. Therefore, an ideal approa
hwould be to take the Web Servi
es ar
hite
ture style and add messaging toit. In essen
e, the Servi
e-Oriented Ar
hite
tural (SOA) style will be used,but in addition to the web te
hnology added to the SOA by web servi
es,a messaging te
hnology will be added as well. For example, an agent 
anbe modeled as a servi
e requester, requesting some servi
e from a provider(whi
h is essentially an interfa
e to the market). In the 
ase of the servi
erequested, the agent looks up the servi
e and dis
overs that it may parti
i-pate using a web-based syn
hronous approa
h (HTTP) or a message-basedapproa
h using e-mail. The agent then 
hooses the servi
e, making a re-quest on it and re
eiving the reply either syn
hronously or asyn
hronouslydepending on the servi
e sele
ted.6 Te
hnology Choi
esThe web servi
e and messaging ar
hite
tural style was 
hosen in Se
tion 5.2.This se
tion addresses the te
hnologies 
hosen to supply the web servi
es24



and messaging needed for the sele
ted ar
hite
tural style. The te
hnology
andidates were originally presented in Se
tion 4.6.1 Web Servi
es6.1.1 SOAP Servi
e Provider: Apa
he SOAPThe Apa
he SOAP servi
e provider was easily 
hosen over Mi
rosoft's SOAPservi
es for the following reasons:� Apa
he SOAP provides a Java API; Mi
rosoft does not. The MAGNETsystem is implemented entirely in Java, so integrating the Mi
rosoftsolution would be signi�
antly harder than integrating Apa
he SOAP.Apa
he SOAP does a better job of supporting requirement [SCM-1:Software Reuse℄ with respe
t to the MAGNET system.� Apa
he SOAP provides integration with far more web servers than Mi-
rosoft SOAP. Apa
he's SOAP servi
e provider runs as a servlet or JSPin more web servers; Mi
rosoft's SOAP toolkit uses Web Server Plugins,A
tive Server Pages (ASP), and Dynami
ally Linked Libraries (DLLs)to provide SOAP Servi
es, thereby 
onstraining the Mi
rosoft SOAPservi
e provider to Mi
rosoft's web server and platform (see http://msdn.mi
rosoft.
om/library/en-us/soap/htm/soap_overview_3drm.asp for details). Mi
rosoft SOAP's servi
e provider does a poor job ofsupporting requirement [BAP-4: Magnet Market Support℄.� Apa
he SOAP servi
e requesters (agents/
lients) use Java; the Mi-
rosoft toolkit provides a VBS
ript API for servi
e requesters. TheMi
rosoft SOAP toolkit is far more limited in the platforms supportedby the toolkit and therefore provides little support for requirement[BAP-3: Agent Platform Independen
e℄. Note that agents in otherlanguages 
an still request a SOAP servi
e from either servi
e provider(with signi�
antly more e�ort) by 
omposing the XML request, postingit using HTTP over a TCP so
ket, and parsing the XML response.� Apa
he SOAP has messaging support (addressed later in this se
tion);Mi
rosoft SOAP does not.
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6.1.2 Web Server: Tom
atThere are a number of web servers that support Java servlets (and 
ouldtherefore support Apa
he SOAP). The Tom
at web server, however, is de-veloped by Apa
he as an open sour
e proje
t spe
i�
ally for the exe
ution ofservlets and is freely available from http://jakarta.apa
he.org/tom
at/index.html. Sun has adopted Tom
at as the oÆ
ial referen
e implemen-tation for Servlets and JSPs. Finally, as Apa
he has 
ontrol over the opensour
e implementation of both Apa
he SOAP and Tom
at, the 
ombinationhas been used together extensively and do
umentation exists for using thetwo te
hnologies together.6.1.3 Appli
ation Server: JBossThe JBoss and Enhydra appli
ation servers appear to be the two predominantfreely-available appli
ation servers. JBoss has integrated Tom
at into theappli
ation server itself, using Tom
at as the web 
ontainer / web interfa
efor the appli
ation server. Apa
he SOAP interoperates well with Tom
at,so JBoss is given the edge over Enhydra, whi
h uses its own web serverimplementation.Both appli
ation servers provide adequate database support for persis-ten
e, needed for satisfying requirement [SI-3: Persistent Context℄.6.2 Messaging6.2.1 Messaging System: Apa
he SOAPApa
he SOAP also provides a means of messaging via a message router,SMTP, and POP3. The messaging system is free and Internet-standardsbased.7 The Revised Magnet Ar
hite
ture7.1 Introdu
tionThe revised MAGNET Ar
hite
ture is similar to the original ar
hite
ture in[7℄. The 
omponents and intera
tions des
ribed in the referen
e model (seese
tion 3) have not 
hanged; the major 
hanges in the ar
hite
ture involvethe move to a servi
e-based model for 
ommuni
ation and the distribution26



of MAGNET market 
omponents (ex
hange, market, and session) into aEnterprise JavaBeans-based ar
hite
ture, as shown in Figure 5.
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Figure 5: The Revised MAGNET Ar
hite
ture7.2 Customer AgentThe Customer Agent intera
ts with the Market in order to do planning, man-age bids, and monitor exe
ution of the tasks 
orresponding to the awardedbids. In the revised MAGNET ar
hite
ture, the Customer Agent intera
tswith the market as a SOAP servi
e requester, preferably through the useof the requester API. The API 
ontains separate 
lasses that a
t as SOAPservi
e requesters for ea
h of the SOAP servi
es available to 
ustomer agentsin the MAGNET system. These servi
es in
lude:� A market lo
ation servi
e for �nding available markets in a MAGNETex
hange.� An ontology servi
e for obtaining the market domain model and statis-ti
s from a market.� A Request For Quotation (RFQ) servi
e for submitting a RFQ intoa market and establishing a means of bid 
olle
tion for the 
ustomeragent. 27



� A Bid Award servi
e for notifying suppliers in a market of awardedbids.� An exe
ution monitoring servi
e (or servi
es) for providing a means tomonitor the exe
ution of a task or tasks 
orresponding to awarded bids(exe
ution monitoring in MAGNET is 
urrently an open issue).7.3 Supplier AgentThe Supplier Agent intera
ts with the Market in order to obtain informationabout markets and to bid on tasks or sets of tasks based on the RFQs in themarket. Like 
ustomer agents, supplier agents use a servi
e requester APIfor ease of 
omposing SOAP requests. The Supplier API 
ontains separate
lasses that a
t as SOAP servi
e requesters for ea
h of the SOAP servi
esavailable to supplier agents in the MAGNET system. The servi
es are:� A market lo
ation servi
e for �nding available markets in a MAGNETex
hange.� An ontology servi
e for obtaining the market domain model and statis-ti
s from a market.� A supplier registration servi
e for registering the supplier's intent tobid on sele
ted types of tasks in a parti
ular market.� A bid servi
e for submitting bids on tasks in an RFQ.7.4 Ex
hangeThe Ex
hange exists as a set of Enterprise JavaBeans (EJBs) in the MAG-NET environment, allowing the appli
ation server to distribute ex
hangefun
tions as ne
essary a
ross the enterprise. Currently, the ability to lo
atemarkets is the only ex
hange-related fun
tion supported by the MAGNETsystem. As stated in Se
tions 7.2 and 7.3, market lo
ation 
apabilities are ex-posed to Customer and Supplier Agents by means of a SOAP servi
e providerin the MAGNET system. The market lo
ation SOAP servi
e in the MAG-NET system 
alls methods on a proxy EJB that intera
ts with the rest of theMAGNET system. The proxy EJB allows the SOAP servi
e provider imple-mentation to be as simple as possible and to be isolated from the ex
hange28



implementation itself. See [10℄ for further dis
ussion of the advantages of theproxy design pattern.Note that many other approa
hes exist for agent market lo
ation. SeeSe
tion 9.2.1 for a dis
ussion of another approa
h that merits further inves-tigation.7.5 MarketThe 
on
ept of MAGNET Markets also exists within the MAGNET systemas EJBs.Customer agents intera
t with the EJBs representing MAGNET Mar-kets through the use of SOAP servi
es for obtaining Ontology information(
urrently, only statisti
al information about the type of tasks a marketsupports), submitting RFQs, and awarding bids. An exe
ution monitoring-related SOAP servi
e provider is also expe
ted to exist in the MAGNETsystem in the future. The SOAP servi
e providers intera
t with the MAG-NET system through the use of a proxy EJB.Supplier agents also intera
t with the EJBs representing MAGNET Mar-kets through the use of the MAGNET system's SOAP servi
e providers. Asnoted in Se
tion 7.3, Supplier Agents may use the SOAP servi
es to ob-tain Ontology information, for registration in Markets, and to submit bidsagainst tasks in submitted RFQs. Supplier-related SOAP servi
e providersa

ess the MAGNET system through a di�erent proxy EJB than 
ustomer-related SOAP servi
e providers (thereby allowing the types of agents to betreated di�erently in the proxy obje
t layer if desired).7.6 Market SessionsMarket Sessions exist within the MAGNET system as EJBs and are 
reatedand/or a

essed through use of the market-related SOAP servi
es des
ribedin Se
tion 7.5. Session persisten
e is addressed through the use of entitybeans (whi
h are persisted as needed through the use of the appli
ationserver's database). Session-related EJBs are used by the RFQ, bid submis-sion, and bid award SOAP servi
es.
29



8 Prototype Implementation Work8.1 Introdu
tionThe revised MAGNET Ar
hite
ture des
ribed in Se
tion 7 of this paper hasbeen partially implemented as part of the work done for this Plan B Proje
t.The intent was to prove the validity of the new ar
hite
ture by showing thatthe re
ommended te
hnologies work for implementing the new ar
hite
ture.As su
h, it is not a 
omplete implementation of the new ar
hite
ture andfo
uses on using Apa
he SOAP for Customer Agent to Market 
ommuni
a-tions. The work des
ribed in this se
tion was also done to get the MAGNETteam started on implementing the new ar
hite
ture.8.2 Apa
he SOAP Integrated Into Communi
ations Frame-workAgent-Market 
ommuni
ations exist as SOAP servi
e requests and responsesin the new MAGNET ar
hite
ture. The existing implementation for Cus-tomer Agent-Market 
ommuni
ations (Java RMI) was repla
ed with Apa
heSOAP as part of this Plan B Proje
t.8.2.1 Entire Proto
ol SOAP-serializableOne issue with the SOAP data en
oding s
heme is that the SOAP spe
i�-
ation only des
ribes the mapping of simple data types to and from XML;SOAP intentionally leaves serialization of 
omplex obje
ts up to SOAP ser-vi
e requesters and providers. One of the ni
er features of Apa
he SOAPis that Apa
he SOAP provides a robust Java API, in
luding several extra
lasses for serialization and deserialization of Java obje
ts, in
luding the JavaDate 
lass and any 
lass that follows the JavaBean 
onventions. This allowedthe reuse of all the existing MAGNET proto
ol and 
ustomer proto
ol 
lasseswith a minimum of e�ort.In general, most MAGNET proto
ol 
lasses follow the JavaBeans 
onven-tion whi
h allows Apa
he SOAP to serialize them with no additional e�ort.DiÆ
ulty arose with the proto
ol 
lasses that had 
omplex state that 
ouldnot be 
ompletely read and written through JavaBean-standard assessor andmutator methods (the Bid and RFQ 
lasses). The 
urrent workaround forthe problem is a set of 
ustom 
lasses (MagnetXMLReader and MagnetXML-30



Writer) that 
an en
ode and de
ode these two proto
ol 
lasses to XML, whi
his then put into a SOAP message as a simple String parameter. This is notan ideal means of serialization and deserialization and is mentioned as anarea for future work in Se
tion 9.2.2.8.2.2 Example: SOAP-en
oded JobInfo requestThis se
tion 
ontains an example of the SOAP-en
oded response from theJobServi
e (the Ontology SOAP Servi
e Provider) to a request for ontologyinformation from a Customer Agent (the SOAP servi
e requester). The re-sponse is a SOAP message 
ontaining an array of three JobInfo obje
ts (onlyone is shown in the XML for brevity). The JobInfo 
lass is a simple MAG-NET 
lass 
ontaining information about a parti
ular task type supported bya MAGNET market. (In the XML below, whitespa
e has been added for
larity):<?xml version='1.0' en
oding='UTF-8'?><SOAP-ENV:Envelopexmlns:SOAP-ENV="http://s
hemas.xmlsoap.org/soap/envelope/"xmlns:xsi="http://www.w3.org/1999/XMLS
hema-instan
e"xmlns:xsd="http://www.w3.org/1999/XMLS
hema"><SOAP-ENV:Body><ns1:getJobInfosResponsexmlns:ns1="urn:JobServi
e"SOAP-ENV:en
odingStyle="http://s
hemas.xmlsoap.org/soap/en
oding/"><returnxmlns:ns2="http://s
hemas.xmlsoap.org/soap/en
oding/"xsi:type="ns2:Array"ns2:arrayType="ns1:edu.umn.magnet.proto
ol.JobInfo[3℄"><item xsi:type="ns1:edu.umn.magnet.proto
ol.JobInfo"><expe
tedDuration xsi:type="xsd:double">11.0</expe
tedDuration><supplierAvailability xsi:type="xsd:double">0.11</supplierAvailability><frequen
y xsi:type="xsd:double">1.0</frequen
y><taskType xsi:type="xsd:string">Task Type 1</taskType>31



<des
ription xsi:type="xsd:string">Dave\&apos;s neato JobInfo No. 1</des
ription><pri
eSigma xsi:type="xsd:double">0.11</pri
eSigma><resour
eAvailability xsi:type="xsd:double">0.11</resour
eAvailability><durationSigma xsi:type="xsd:double">0.11</durationSigma><expe
tedPri
e xsi:type="xsd:double">1100.0</expe
tedPri
e></item>...</return></ns1:getJobInfosResponse></SOAP-ENV:Body></SOAP-ENV:Envelope>8.3 MAGNET Customer Agent IntegrationIn the new MAGNET ar
hite
ture, the Customer Agent intera
ts with themarket as a SOAP servi
e requester through the use of the requester API,whi
h 
onsists of separate 
lasses that a
t as SOAP servi
e requesters forea
h of the SOAP servi
es available to 
ustomer agents in the MAGNETsystem. The following table lists the Servi
e Requester 
lass for ea
h servi
ein the ar
hite
ture. The table also lists the servi
e provider used by the
ustomer agent in the MAGNET server.
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Servi
e Servi
e Provider Servi
e Requester(Ar
hite
ture) (Implementation) Class (Implementation)Market Lo
ation MarketListingServi
e MarketListingServi
eClientServi
eOntology Servi
e JobServi
e JobServi
eClientRFQ Servi
e Syn
hRFQServi
e SOAPSyn
hBidColle
tor(Syn
hronous)RFQ Servi
e (Not Implemented) (Not Implemented)(Asyn
hronous)Bid Award (Not Implemented) (Not Implemented)Servi
eExe
utionMonitoring (Not Implemented) (Not Implemented)Servi
eThe MarketListingServi
eClient and JobServi
eClient 
lasses are used bythe Customer Agent on
e, at the time of startup (via method 
alls in XAuto-Customer and MagnetClientMain) to a

ess the available markets and tasktypes.The SOAPSyn
hBidColle
tor is a syn
hronous servi
e requester 
lass; itwill post an RFQ to the RFQ servi
e and wait for all the resulting bids to
ome ba
k from the market. The syn
hronous Bid Colle
tor is simple andgood for testing. It is expe
ted that an asyn
hronous servi
e will be imple-mented as well, where the Customer Agent posts an RFQ into the MAGNETsystem along with 
onta
t information; the system then responds with Bidsfrom the market as they are submitted from suppliers. Bid Colle
tors areused by the Bid Manager 
omponent in the Customer Agent; the type of BidColle
tor to be used 
an be 
on�gured at runtime through the use of the BidColle
tor Fa
tory and a property 
orresponding to the Bid Colle
tor 
lass tobe used.Bid awards and Exe
ution Monitoring are not 
urrently supported by theMAGNET system, so these servi
es (requesters and providers) are not yet33



implemented.8.4 MAGNET Server IntegrationThe SOAP servi
e provider 
lasses used by the MAGNET system to exposeservi
es to agents intera
t with a proxy EJB on the MAGNET server. Thefollowing table summarizes the implemented SOAP servi
e providers and themethod(s) on the proxy EJB (the CustomerSession session bean) that areused to handle the request and return results:Servi
e Servi
e Provider CustomerSession(Ar
hite
ture) (Implementation) Method (Implementation)Market Lo
ation MarketListingServi
e getMarkets()Servi
eOntology Servi
e JobServi
e setMarketName()getJobInfos()RFQ Servi
e Syn
hRFQServi
e setMarketName()(Syn
hronous) getOpenSessions()
reateNewSession()submitRFQInSession()getBidsForRFQInSession()RFQ Servi
e (Not Implemented) (Not Implemented)(Asyn
hronous)Bid Award (Not Implemented) (Not Implemented)Servi
eExe
utionMonitoring (Not Implemented) (Not Implemented)Servi
e* As Supplier Agent integration has not taken pla
e yet, it is not possiblefor the getBidsForRFQInSession() method to return any bids. The SOAPservi
e 
urrently generates its own bids in response to an RFQ and returnsthem to the Customer Agent for testing purposes.34



9 Con
lusions and Future Work9.1 Con
lusions9.1.1 Importan
e of Ar
hite
turePerforming an analysis of the MAGNET ar
hite
ture before design and im-plementation 
ould have saved the MAGNET team time and e�ort. In parti
-ular, requirements analysis and thought about MAGNET stakeholders (seeSe
tion 2.1) would have led to dis
overy and do
umentation of the need forMAGNET to servi
e distributed agents over the Internet (the [BAP-1: OpenCommuni
ations℄ requirement). A lot of e�ort was put into implementingMAGNET 
ommuni
ation proto
ols that later had to be dis
arded. The orig-inal MAGNET system was based on Java RMI, whi
h is a \binary" proto
oland does not satisfy requirement [BAP-1: Open Communi
ations℄. CORBAwas analyzed and suggested for MAGNET implementation as well [7℄. AnInternet standards-based approa
h (su
h as using SOAP or 
ombining XMLand HTTP) might have been tried sooner if requirements had been betterunderstood and do
umented.Do
umentation of ar
hite
ture requirements and referen
e models helpsto avoid \Ar
hite
ture By Impli
ation" [2℄ sin
e the ar
hite
ture 
an be mea-sured against the needs of stakeholders. Do
umentation of the ar
hite
turederived from the requirements allows design and implementation to takepla
e within a high level stru
ture, giving developers a 
ommon view of thesystem to be built. A goal of this Plan B Proje
t has been to pla
e stru
tureon further MAGNET development through ar
hite
ture design; the new ar-
hite
tural framework 
learly illustrates that extending MAGNET is just amatter of implementing another SOAP servi
e!9.1.2 Internet-based Standards Powerful for Agent Communi
a-tionAn important theme emerged during the development of this paper: theBreadth of Agent parti
ipation is 
ru
ial to the su

ess of MAGNET andthe key to providing the most opportunity for agent parti
ipation is to baseMAGNET on pra
ti
al, widely used Internet standards. Furthermore, astandards-based approa
h should be used in both the network transport anddata en
oding portions of MAGNET 
ommuni
ations; it is not enough tosupport one or the other. Non-standards based transports do not traverse35



network boundaries well (for example, 
onsider HTTP versus Java RMI.)Non-standards based data en
oding leads to in
reased 
omplexity in agentimplementations and rigid 
onstraints on the 
ontent of messages; the agentmust understand the en
oding and the message itself.Apa
he SOAP was built on top of popular, a

epted Internet standardslike HTTP and XML. The power of this approa
h be
ame obvious withthe beginning of the prototype implementation; 
hanges 
ould be made onagent 
ode at home and tested against a market running on a server at theUniversity of Minnesota! The move to a standards-based approa
h meantthat network boundaries were of lesser 
on
ern; the agent 
ommuni
ationtook pla
e through the Internet Servi
e Provider and University �rewalls.The development and use of MAGNET agents has be
ome open to amu
h larger 
ommunity. Agents are free to negotiate within a MAGNETenvironment whi
h now may stret
h a
ross the entire Internet. Let the gamesbegin!9.2 Future WorkThis se
tion brie
y dis
usses future work related to the work performed forthis paper.9.2.1 Ex
hanges and Servi
e Dis
overyA problem with the new MAGNET ar
hite
ture is that of the non-standardmeans by whi
h servi
es are dis
overed.The ability to lo
ate markets is an ex
hange-related fun
tion supported bythe MAGNET system. Market lo
ation 
apabilities are exposed to Customerand Supplier Agents by means of a SOAP servi
e provider in the MAGNETsystem. The market names are merely listed by the servi
e if the agenthas a

ess to them. However, there is no standard way for agents to �rst�nd the market lo
ation servi
e, to �nd the ex
hange, or to �nd any otherSOAP servi
e supported by the MAGNET system (
urrently the MAGNETsystem is spe
i�ed by an URL in the agent's property �le). Two interestingte
hnologies that may be used to over
ome these limitations are UDDI andWSDL.Universal Des
ription, Dis
overy, and Integration (UDDI) UDDIis a standard for dynami
 lookup, binding, and publishing of SOAP ser-36



vi
es. It allows to queries of di�erent UDDI registries to look up businesses,information by business 
ategory, and servi
e information. Agents 
oulduse UDDI to �nd MAGNET servi
es; UDDI should be investigated further.See http://www.uddi.org for details.Web Servi
es Des
ription Language (WSDL) A WSDL �le may beused to de�ne a web servi
es based on SOAP. WSDL �les are being adoptedon both the 
lient and server portion of SOAP 
ommuni
ation to betterdes
ribe the type of 
ommuni
ation that will o

ur between the two parties.For instan
e, a WSDL �le may des
ribe that a parti
ular message is sentas input to a SOAP server and a parti
ular message is sent in response tothat input. A WSDL �le also des
ribes at whi
h URL and port a parti
ularWeb servi
e exists. MAGNET agents 
ould a

ess a UDDI dire
tory toobtain a WSDL des
ription of the web servi
es supported. WSDL should beinvestigated as a means of publishing MAGNET servi
es.9.2.2 ImplementationThe following implementation tasks need to be 
ompleted:� Finish Customer SOAP servi
es for bid awards and exe
ution monitor-ing.� Implement the Supplier Agents servi
es (Market Lo
ation, Ontology,Supplier Registration, and Bid Submission).� Asyn
hronous 
ommuni
ations are not implemented; in parti
ular, 
us-tomers should be able to re
eive bids asyn
hronously by submittingRFQs to the 
orre
t servi
e, and Supplier Agents should be able to re-
eive RFQs asyn
hronously by registering in the Magnet system usingthe appropriate servi
e.� The Bid and RFQ proto
ol 
lasses should follow the JavaBeans stan-dards 
losely so that they may be easily serialized and deserializedusing Apa
he SOAP; the 
urrent s
heme of 
ustom en
oding 
lassesrequires distribution of a 
ommon Do
ument Type De�nition (DTD)and en
oding 
lasses that 
ould be avoided entirely if standard SOAPserialization 
ould be used. 37



� Se
urity should be implemented; an initial step would be to use Tom-
at's SSL (Se
ure So
ket Layer) support for \wire" level se
urity. Higher-level se
urity (authenti
ation and the like) 
an be a
hieved throughthe use of the SOAP envelope, whi
h 
an 
ontain multi-part (MIME-en
oded) information for items su
h as publi
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